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About Me

e Security Researcher / Hacker
o  Officially: Incident Response
e Hardware-, Embedded-, a bit of

Telko-Security

e (Finally) Back in Heidelberg




Why DSL?

e Because it's more critical than many

realize
o There still are people (parents, grandparents)
who rely on landlines!

e Phones used to just work
o Didn't even need a power supply

e Nowadays many have to rely on both the
access network and the operator's router
o Which both are a black box
e (..itwason my list...)

(Danke Anke & Chris!)



Who here knows ...

e ..how your home router authenticates to
the provider's network?

e ..what the communication between your
router and ISP looks like?

e ..how their calls via VolIP are protected?



Agenda |

PPPOE




About VDSL

e Very-high-bit-rate Digital Subscriber Line
e Uses Quadrature Amplitude Modulation
or Discrete Multi-Tone Modulation

e |Initially as ITU G.993.1
o  With 55Mbit/s down and 3 Mbit/s up

e Since 2015 as VDSL2-Vplus / ITU G.993.2

Amendment 1 (11/15)
o  With 300Mbit/s down and 100Mbit/s up
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Where did my Splitter go?

e With VDSL the analog usage of the lines
was completely dropped
o Thus no analog calling / ISDN only VolP

e The splitter was a diplexer

o The orange frequency range is wired to the TAE
or ISDN socket
o The green & red to the DSL Modem

e With Annex ] the complete frequency
range is used for DSL

AAAAAA
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DSLAM

e Digital Subscriber Line/Loop Access
Multiplexer

e Terminates the twisted pair copper line
from the customer

e Forwards traffic to a transport network
o Nowadays mostly fibre

e Has a separate line card for each
customer
e Basically just converts the DSL signal to

the protocol on the transport network
o le Ethernet




VolP

e With dropping analog calling VolP has

taken over
o And is fusing together with LTE's IMS

e Using the VolP client / forwarder in Home
Routers, one relies on the internal settings

e Authentication streams, encryption etc.
usually can't be set by hand



<ParameterValueStruct>
<Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.1.X_AVM-
DE_CallWaiting</Name>

<Value xsi:type="xsd:boolean">0</Value></ParameterValueStruct>
<ParameterValueStruct>

o e o o
Co nﬁ u ratl 0 n & P rOVI S I O n I n <Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.1.X_AVM-
DE_FriendlyName</Name>

<Value xsi:type="xsd:string">Telefon</Value></ParameterValueStruct>
<ParameterValueStruct>
<Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.1.X_AVM-
DE_MSNList</Name>

<Value xsi:type="xsd:string">in:all</Value></ParameterValueStruct>
<ParameterValueStruct>
<Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.1.X_AVM-

1" " DE_MessageWaitIndication</Name>
o O p e rato rS reg u | a r | y p u S h u p d ate S <Value xsi:type="xsd:boolean">0</Value></ParameterValueStruct>
<ParameterValueStruct>
. . . <Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.1.X AVM-
DE_RingBlock</Name>
o B Ot h fl r mwa re a n d C O nfl g u ra tl O n <V51uegxsi :type="xsd:boolean">0</Value></ParameterValueStruct>
<ParameterValueStruct>

H <Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.1.X_AVM-
() P rocess to do so Is automate DE_SIPClientRegistration_from Internet</Name>
<Value xsi:type="xsd:boolean">0</Value></ParameterValueStruct>
. <ParameterValueStruct>
_ <Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.
o Often USI ng TR 069 2.Description</NaJne>yD "
<Value xsi:type="xsd:string">DECT</Value></ParameterValueStruct>

. S O m e rO ute rS / n etWO rkS a | S O S u p p O rt :::;:Ti::;yzéggiz;::;Er;evice.Services.VoiceService.2.PhyInterface.

2.InterfaceID</Name>
<Value xsi:type="xsd:unsignedInt">2</Value></ParameterValueStruct>

a u t O - C O n fl g U ra t I O n :z:ggﬂiﬁ:;yﬁ;ltjgig;w‘:g;;evice .Services.VoiceService.2.PhyInterface.2.PhyPort</

Name>

\/\/t] (j . | (j 1:. . r] Cj <galue xsi&t{pe;"xsdéstring“>De</Value></ParameterValueStruct>
<ParameterValueStruct>

% e re c re e ntl a S a n CO n Igu ratl O n a re p u S e <Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.2.X_AVM-

DE_BusyOnBusy</Name>

to a ro ute r <Value xsi:type="xsd:boolean">0</Value></ParameterValueStruct>
<ParameterValueStruct>
<Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.2.X_AVM-
DE_CallWaiting</Name>
<Value xsi:type="xsd:boolean">@</Value></ParameterValueStruct>
<ParameterValueStruct>
<Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.2.X_AVM-
DE_FriendlyName</Name>
<Value xsi:type="xsd:string"></Value></ParameterValueStruct>
<ParameterValueStruct>
<Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.2.X_AVM-
DE_MSNList</Name>
<Value xsi:type="xsd:string"></Value></ParameterValueStruct>
<ParameterValueStruct>
<Name>InternetGatewayDevice.Services.VoiceService.2.PhyInterface.2.X_AVM-
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Lab

e One DSLAM is enough to perform MitM
o And play with both the upstream network and
the router
e | wanted a complete setup

o Test MitM functionality
o Not have to develop on a live network
m Touch a live network will be illegal!




DSLAM

ALLNET ALLT126AM

O

O

O

VDSL DSLAM, 1 Port, upto 100Mbit/100Mbit
4 Ethernet Ports
Serial Console / Telnet

Runs a basic Linux

O

O

Most settings are done via Shell scripts
Thus the device is great for fiddling

For basic start one just has to select:

O

O
O
O

Profile: Vds|2 Profile17a, 30a
Band Plan: Annex A, Annex B
Filter

ToneMode: B43

VDSL

RS232

Ethernet

Thx to Christian Kagerhuber for
pointing out this DSLAM back
then



root@isp-blue: /etc/ppp# cat pppoe-server-opt

Provider VM

#trequire-chap
#require-pap

#login
lcp-echo-interval 10
lcp-echo-failure 2
¢ PPPOE Server ms-dns 192.168.58.3
o : ; netmask 255.255.255.0
Roaring Penguin PPPoe hoitina il
o Supports noipdefault
. usepeerdns
u PAP, CHAP and no Iogln root@isp-blue: /etc/ppp# cat chap-secrets
# Secrets for authentication using CHAP
® VLANS # client s
o Various routers use different VLANs BLiRE. EecrEt A R
o It's easy to see requests and replies and wonder "b" *
h thi e 5 [t G t "arcor.komplett/acsaka-AR904X-R4422027049" *
wny nothing wWorks, due to being In dirferen "acsaka" *
VLANS #"4083045163-001A2A@s93.bbi-02.de" *
"2285622000" *
"4083045163-001A2A@s93.bbi-02.de"
* "0000000000" *

root@isp-blue:/etc/ppp# |



ACS - Auto Configuration Server

e The service using the infamous TR-069
protocol

e GenieACS is well known OpenSource
solution

e Exchange in XML/SOAP format

e CPE regularly connects to the ACS and

fetches new settings
o  Or the Server asks for a callback

POST / HTTP/1.1

Host: 192.168.58.4:7547

Content-Length: 2567

Content-Type: text/xml; charset="utf-8"
SO0APAction: "cwmp:Inform"

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:soap-
enc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:cwmp="urn:dslforum-org:cwmp-1-0">

<soap:Header>

<cwmp:ID soap:mustUnderstand="1">106</cwmp:ID></soap:Header>

<soap:Body>

<cwmp: Inform>

<Deviceld>

<Manufacturer>AVM</Manufacturer>

<QUI>@0040E</0UI>
<ProductClass>FRITZ!Box</ProductClass>
<SerialNumber>7C 99</SerialNumber></Deviceld>
<Event soap-enc:arrayType="cwmp:EventStruct[2]">
<EventStruct>

<EventCode>1 BOOT</EventCode>

<CommandKey></CommandKey></EventStruct>

<EventStruct>

<EventCode>@ BOOTSTRAP</EventCode>

<CommandKey></CommandKey></EventStruct></Event>

<MaxEnvelopes>1</MaxEnvelopes>

<CurrentTime>0001-01-02T14:02:40</CurrentTime>

<RetryCount>0</RetryCount>

<ParameterList soap-enc:arrayType="cwmp:ParameterValueStruct[8]">
<ParameterValueStruct>

<Name>InternetGatewayDevice.DeviceSummary</Name>

<Value xsi:type="xsd:string">InternetGatewayDevice:1.4[](Baseline:2, EthernetLAN:1
ADSLWAN:1,ADSL2WAN:1, Time:2, IPPing:1, WiFilAN:2, DeviceAssociation:1), VoiceService:
1.0[2](SIPEndpoint:1, Endpoint:1, TAEndpoint:1), StorageService:1.0[1](Baseline:1,
FTPServer:1, NetServer:1l, HTTPServer:1l, UserAccess:1, VolumeConfig:1)</Value></
ParameterValueStruct>

<ParameterValueStruct>
<Name>InternetGatewayDevice.DeviceInfo.HardwareVersion</Name>



ACS - Getting started ®eenieacs

Home Devices Faults Presets Objects Provisions

Device: 00040E-FRITZ%21Box-7C 99

e Use an AVM FritzBox! e anae

Hardware version: FRITZ!Box 7430

o Can be configured via TR-064 to use TR-069 Soltware verion: 145053

e GenieACS offers basic functionality B o
o  Show status, firmware info, configuration
o Trigger reset etc. e

e Being typical HTTP, all traffic can be NS4 PTG T

InternetGatewayDevice. Devicelnfo.ProvisioningCode blank

Empty

Device parameters

IntemetGatewayDevice.Devicelnfo. SoftwareVersion 146.06.83

.
re d I r e Ct e d t h ro u g h a p r O Xy :2:::32::33gz::z::z::zz?&ﬁipaer;\ﬁ::a:tégtewayDevice:l.d[](Baseline:z Ether...

Interr Device. ver
0 I e b ur p err yDevice. g Server.ConnectionRequestURL http://192.168.254.52:8089/02fd53a3a2e5968
O\=0 ImernetGatewayDewce ManagementServer.ParameterKey blank
InternetG; Device. ver.ConnectionRequestPassword
Interr Device. gementSer ver.ConnectionReqguestUsermnmame
Reboot
Eactory reset

Push file »
Add Firmware
Delete




FritzBox - TR-064

e UPNP based protocol for configuration of

CPE
o Standard specified by broadband forum

e SOAP interface
e Nicely documented by AVM

o Multiple documents for specific functions
o Usually authenticated (disabled in my lab setup)

import requests

url = 'http://192.168.178.1:49000°
path = '/upnp/control/mgmsrv'

service = 'ManagementServer:1'

action = 'SetManagementServerURL'

#parameters = '<NewURL>http://192.168.58.5/tr069</NewURL>'
parameters = '<NewURL>http://192.168.58.4:7547</NewURL>'

payload= "<?xml version="1.0"7>"\

'<s:Envelope
xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"s:encodingStyle="http://schemas.
xmlsoap.org/soap/encoding/">"\

'<s:Body>"\

'<u:" + action + ' xmlns:u="urn:dslforum-org:service:' + service + ">\

"+ parameters + "\

'</u:" + action + >\

'</s:Body>"\

'</s:Envelope>'

headers = {

'SOAPACTION' : 'urn:dslforum-org:service:' + service + '#' + action,
'USER-AGENT" : 'Evil Hacker',

'CONTENT-TYPE' : ‘text/xml; charset="utf-8",

}

resp = requests.post(url+path,headers=headers,data=payload)

print resp.text



Attacker




Attacker

MitM

DSLAM
MitM
e The DSLAM terminates victim'’s physical

DSL connection
o Layer2

e VM allows full access to traffic
e Modem forwards traffic to operator’s
network

e Trafficis encapsulated in PPPoE
o Needs to be opened or terminated

MitM VM

Modem




o L]
aying wit -
<Writable>false</Writable></ParameterInfoStruct>

<ParameterInfoStruct>
<Name>InternetGatewayDevice.WANDevice.1.WANDSLConnectionManagement.ConnectionService.1.DestinationAddress</Name>
<Writable>false</Writable></ParameterInfoStruct>

<ParameterInfoStruct>

<Name>InternetGatewayDevice.WANDevice.1.WANDSLConnectionManagement .ConnectionService.1.WANConnectionService</Name>
<Writable>false</Writable></ParameterInfoStruct>

<ParameterInfoStruct>

<Name>InternetGatewayDevice.WANDevice.1.WANDSLConnectionManagement .ConnectionService.1.WANConnectionDevice</Name>
<Writable>false</Writable></ParameterInfoStruct>

<ParameterInfoStruct>

<Name>InternetGatewayDevice.WANDevice.1.WANDSLConnectionManagement .ConnectionService.1.</Name>
. r <Writable>false</Writable></ParameterInfoStruct>
<ParameterInfoStruct>

<Name>InternetGatewayDevice.WANDevice.1.WANDSLConnectionManagement .ConnectionService.</Name>
<Writable>false</Writable></ParameterInfoStruct>

<ParameterInfoStruct>
o l.e. 192.168.254.50:8089/1630d01718605b7 e et WMDovic L MIDSLConnctanfanagesntGomectiaServicoWmberOfEn s an
. . . . . . <Writable>false</Writable></ParameterInfoStruct>

<ParameterInfoStruct>
<Name>InternetGatewayDevice.WANDevice.1.WANDSLConnectionManagement .</Name>

M M <Writable>false</Writable></ParameterInfoStruct>
o en IS called. the will ca ome e
Vi <Name>InternetGatewayDevice.WANDevice.1.WANCommonInterfaceConfig.X_AVM-DE_DownstreamShapedRate</Name>

<Writable>true</Writable></ParameterInfoStruct>

<ParameterInfoStruct>

<Name>InternetGatewayDevice.WANDevice. 1.WANCommonInter faceConfig.X_AVM-DE_UpstreamShapedRate</Name>
(@) An d fetc h d ata <Writable>true</Writable></ParameterInfoStruct>

<ParameterInfoStruct>

<Name>InternetGatewayDevice.WANDevice.1.WANCommonInterfaceConfig.X_AVM-DE_ATA_DownstreamSpeed</Name>
<Writable>true</Writable></ParameterInfoStruct>

~ <ParameterInfoStruct>
. Va S a I I I O u ' l O S e I n S Ca I I e <Name>InternetGatewayDevice.WANDevice.1.WANCommonInterfaceConfig.X AVM-DE_ATA UpstreamSpeed</Name>
<Writable>true</Writable></ParameterInfoStruct>

<ParameterInfoStruct>
<Name>InternetGatewayDevice.WANDevice.1.WANCommonInterfaceConfig.TotalPacketsReceived</Name>

. . <Writable>false</Writable></ParameterInfoStruct>
<ParameterInfoStruct>
C O n I g u re VI a - <Name>InternetGatewayDevice .WANDevice 1. WANCommonInter faceConfig. TotalPacketsSent</Name>
<Writable>false</Writable></ParameterInfoStruct>
<ParameterInfoStruct>
<Name>InternetGatewayDevice.WANDevice.1.WANCommonInterfaceConfig.TotalBytesReceived</Name>

o Thus fuzzing is a “quick” approach for testing L —

<Name>InternetGatewayDevice.WANDevice.1.WANCommonInterfaceConfig.TotalBytesSent</Name>
<Writable>false</Writable></ParameterInfoStruct>

. . <ParameterInfoStruct>
. <Name>InternetGatewayDevice .WANDevice.1.WANCommonInter faceConfig.PhysicallinkStatus</Name>
<Writable>false</Writable></ParameterInfoStruct>
I <ParameterInfoStruct>

<Name>InternetGatewayDevice.WANDevice.1.WANCommonInterfaceConfig.LayeriDownstreamMaxBitRate</Name>
<Writable>false</Writable></ParameterInfoStruct>

8 2 <ParameterInfoStruct>

I re Ctl O n S <Name>InternetGatewayDevice.WANDevice.1.WANCommonInterfaceConfig.LayeriUpstreamMaxBitRate</Name>
<Writable>false</Writable></ParameterInfoStruct>
<ParameterInfoStruct>

<Name>InternetGatewayDevice.WANDevice.1.WANCommonInterfaceConfig.WANAccessType</Name>
<Writable>false</Writable></ParameterInfoStruct>
<ParameferTnfoStruct>




Port Scanning

Not necessarily very trivial

o Some services might be bound to certain source

IPs
o Others to specific VLANs

Passive recon is key
o Prior running active detection

Afterwards NMAP does the job!

Not shown: 65533 filtered ports
PORT STATE SERVICE VERSION
5070/tcp open vtsas?
7547 /tcp open soap gSOAP 2.7
| http-server-header: gSOAP/2.7
| http-title: Site doesn't have a title (text/
xml; charset=utf-8).
Warning: 0SScan results may be unreliable because
we could not find at least 1 open and 1 closed
port
Device type: specialized|storage-misc
Running (JUST GUESSING): Crestron 2-Series (87%),
HP embedded (85%)
0S CPE: cpe:/o:crestron:2 series cpe:/
h:hp:p2000 g3
Aggressive 0S guesses: Crestron XPanel control
system (87%), HP P2000@ G3 NAS device (85%)
No exact 0S matches for host (test conditions non-
ideal).
Uptime guess: 0.073 days (since Mar

2019)

TCP Sequence Prediction: Difficulty=263 (Good
luck!)

IP ID Sequence Generation: All zeros



SIP

e Talking SIP is possible into both directions
o Towards CPE and the backend / IMS

e The past has already shown various issues
with VoIP implementations
e |'d recommend having a look at Fatih
Ozavci's work
o Viproy
e Otherwise Wireshark will do the job if you
just want to listen



Backend Access

e Obviously a very dark grey & black topic!

e Many services might have public IPs
o Butaccess is limited to within the operator’s
network

e Thus working anonymously will be very
tough




Capturing from eth_usbo

i s 00
This was a short chapter

AR demMRE QesEFISEQAQAQE

(RTApply a display filter ... <Ctrl-/> =3 -] Expressi +  main
No. Time Source Destinati Protocol &
i 4:16,491409492 192.168.254.53 172.217.16.132 TCP
839 2019-03-04 14:04:16,494173619 192.168.254.53 172.217.16.132 TLSv1.2
840 2019-03-04 14:04:16,494625810 172.217.16.132 192.168.254.53 TCP
841 2019-03-04 14:04:16,610201057 192.168.254.53 172.217.16.132 TLSv1.2
842 2019-03-04 :04:16, 610655289 L .16. .168.254.53 TCP

843 2019-03-04 14:04:16, 648833581 . .16. .168.254.53 TLSv1.2

844 2019-03-04 14:04:16, 649600822 172.217.16. .168.254.53 TLSV1.2
845 2019-03-04 14:04:16, 653965275 192.168.254. .217.16.132
846 2019-03-04 14:04:16, 653965814 192.168.254. .217.16.132
847 2019-03-04 14:04:16, 654448530 172.217.16. .168.254.53
848 2019-03-04 :04:16, 869759594 AvmAudio_ AsixElec_
849 2019-03-04 14:04:16,870022791 AsixElec_ AvmAudio_
850 2019-03-04 14:04:16, 871629266 AsixElec_ AvmAudio_
851 2019-03-04 14:04:16, 874132112 AvmAudio_ 3 AsixElec_ :
852 2019-03-04 14:04:18, 018865985 192.168.254.53 92.123.251.72
853 2019-03-04 14:04:18,020341884 92.123.251.72 192.168.254.53
854 2019-03-04 8,023925780 192.168.254.53
1 2.168.254.53 92.123 72
7 l 856 2019-03-04 8,024521058 92.123.251.72 192.168.254.53
. S a 4 857 2019-03-04 14:04:18,151535176 92.123.251.72 192.168.254.53

858 2019-03-04 14:04:18,154816743 192.168.254.53 92.123.251.72

861 2019-03-04 14:04:18,450249045 192.168.254.53 92.123.251.72
862 2019-03-04 14:04:18,451684749 192.168.254.53 92.123.251.72
863 2019-03-04 14:04:18,451937315 92.123.251.72 192.168.254.53
864 2019-03-04 14:04:18,488743016 92.123.251.72 192.168.254.53
865 2019-03-04 14:04:18,488772773 92.123.251.72 192.168.254.53
866 2019-03-04 14:04:18,489011644 92.123.251.72 192.168.254.53
867 2019-03-04 14:04:18,492355575 192.168.254.53 92.123.251.72

Host: starwars.com\r\n 1
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:65.0) Gecko/20100101 Firefox/65.0\
Accept: text/html,application/xhtml+xml,application/xml;a=0.9, image/webp,*/ 8\r\ |hd

00 50 ac 09 6c 81 01 68 5a 02 50 18 72 10 12 a7 P-1--h ZP'r--- &
00 @0 47 45 54 20 2f 20 48 54 54 50 2f 31 2e 31 - -GET / HTTP/1.1
0d Ga 48 6f 73 74 3a 20 73 74 61 72 77 61 72 73 - ‘Host: starwars
63 6f 6d Od N  BRUs er-Agent]
6f 7a ¢ 5 + Mozill a/5.0 (
20 55 - 11; Ubun tu; Liny

@ 7 eth_usbo: <live capture in progress: Packets: 13648 - Displayed: 13648 (100.0%) = Profile: Default



Victim




Vodafone EasyBox 904 xDSL

Manufactured by Astoria Networks
Should be from 2015

Latest Firmware: 04.13 / 20.03.2018
Serial: R4422027049
Communication runs on VLAN 132
Creates PPP context with “default”

credentials
o Happy to speak both CHAP & PAP
o User:
arcor.komplett/acsaka-AR904X-R4422027049
o Pass: acsaka




Graph (sym.mapi_sys_verify_MIC)

Vodafone EasyBox 904 xDSL

e Not a lot of fun to start working with
o Requires a Modem Initialization Code (MIC) for
initial setup - which I didn't have and couldn't find
o So...radare2/Cutter and/or Burp
o 99117 87247 21403 44796
e Triesto connectto

acsaka.arcor-ip.de:22154/TCP after boot

o Boot does take a few minutes :-(




02 Box 6431

Manufactured by Astoria Networks
From 2013720127

Serial: 4083045163
Communication runs on VLAN7

Creates PPP Context with a real password?
o  Starts of using PAP
o User: 4083045163-001A2A@s93.bbi-02.de
o Pass: 2285622000 (oops)
o After Reset it uses the Pass: 0000000000




02 HomeBox 6641

e Manufactured by Zyxel And
I
forgot
to
e A good friend has one in use and allowed take
me to do a quick sniff a
picture
:(




cdirLengtrlnfo

ED 62 Active Discovery Offer (PADO) AC-Name='MINJOO'
ED 58 Active Discovery Request (PADR)
ED 62 Active Discovery Session-confirmation (PADS) AC-Name='MINJOO'

Lcp 58 Configuration Request
LcP 60 Configuration Request
Lce 60 Configuration Reject
Lcp 58 Configuration Ack
Lcp 58 Configuration Request
Lcp 60 Configuration Ack
LcP 58 Echo Request
71 Authenticate-Request (Peer-ID='S 1 ©® 8 5 -C 5 4 @#s93.bbi-02.de', Password='22 32
LCP 60 Echo Reply
PAP 82 Authenticate-Ack (Message='Pedo mellon a minno : ######DEU.DTAG.7KOV3# - <unknown>')
IP.. 60 Configuration Request
IP.. 58 Configuration Request
IP.. 58 Confiauration Reauest

» Frame 15: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface 0

v Ethernet II, Src: ZyxelCom_ : : (a@:ed:cb:. : : ), Dst: AvmAudio_ : : (7c:ff:d4d: : : )
» Destination: AvmAudio_ : : (7c:ffidd: = o )
» Source: ZyxelCom_ : : (a@:ed:cb: : : )

Type: PPPoE Session (0x8864)
v PPP-over-Ethernet Session
0001 .... = Version: 1
.... 0001 = Type: 1
Code: Session Data (0x00)
Session ID: Ox0009
» Payload Length: 49 [incorrect, should be 51]
v Point-to-Point Protocol
Protocol: Password Authentication Protocol (@xc023)
v PPP Password Authentication Protocol
Code: Authenticate-Request (1)
Identifier: 1
Length: 47
v Data
Peer-ID-Length: 31
Peer-ID: S 10 8 5 -C 5 4 @s93.bbi-02.de
Password-Length: 10
Password: 22 32

02 Dial In



vwv

518 Request: REGISTER sip:sip.alice-voip.de (1 binding) |
569 Status 401 Unauthorized 11036030330 |

: p:sip. 5
902 Status 200 OK (removed 1 binding) (1 binding kept) |

» Frame 31: 762 bytes on wire (6996 Iuts), 762 bytes captured (6096 bits) on interface 0
: (al:

v Ethernet II, Src: ZyxelCom_ e4.cb : : ), Dst: AvmAudio_ : : (FeiEfzad: i)
» Destination: AvmAudio_ : : (7c:ff:d4d: : : )
» Source: ZyxelCom_ : : (a@:ed:cb: : )

Type: PPPOE Session (0x8864)

v PPP-over-Ethernet Session
oeel ...

. = Version: 1
s 0991 = Type: 1
Code: Session Data (0x00)
Session ID: @x0009
» Payload Length: 740 [incorrect, should be 742]
Point-to-Point Protocol
Protocol: Internet Protocol version 4 (0x0021)
Internet Protocol Version 4, Src: 93. 5 .131, Dst: 195.71.31.47
User Datagram Protocol, Src Port: 5060, Dst Port: 5060
Session Initiation Protocol (REGISTER)
v Request-Line: REGISTER sip:sip.alice-voip.de SIP/2.0
Method: REGISTER
v Request-URI: sip:sip.alice-voip.de
Request-URI Host Part: sip.alice-voip.de
[Resent Packet: False]
v Message Header
» Via: SIP/2.0/UDP 93. .  .131:5060;rport;branch=z9hG4bK1767096672
v Route: <sip:sip.alice-voip.de;1lr>
» Route URI: sip:sip.alice-voip.de;1lr
From: <sip:49571 93@sip.alice-voip.de>; tag=1291686191
» SIP from address: sip:49571 93@sip.alice-voip.de
SIP from tag: 1291686191
» To: <sip:49571 93@sip.alice-voip.de>
Call-ID: 251193380
» CSeq: 2 REGISTER
» Contact: <sip:49571 93@93. 3 .131:5060; 1ine=656e0d5eaadd7f3>

v [truncated]Authorization: Digest username="49571 93", realm="ims.telefonica.de", nonce="509BCD
Authentication Scheme: Digest

4

Username: "49571 93"

Realm: "ims.telefonica.de"

Nonce Value: "509BCD 00000340D7002"

Authentication URI: "sip:sip.alice-voip.de"

Digest Authentication Response: "332bad2c 0bf45287050"

Algorithm: MD5
CNonce Value: "2511"
QOP: auth
Nonce Count: 00000001
Max-Forwards: 70
User-Agent: 02-ZyXEL-1.00(AAJG.0)D14-VDSL_IAD_BSA_WLAN
Expires: 4500
Content-Length: @

SIP Register

0000034




501 Request: REGISTER sip:sip.alice-voip.de (1 binding) |

SIP 308 Status: 403 Forbidden |
SIP 504 Request: REGISTER sip:sip.alice-voip.de (1 binding) |
SIP 311 Status: 403 Forbidden |
SIP 503 Request: REGISTER sip:sip.alice-voip.de (1 binding) |
SIP 310 Status: 403 Forbidden |
SIP 504 Request: REGISTER sip:sip.alice-voip.de (1 binding) |
<
, » Frame 149: 501 bytes on wire (4008 bits), 501 bytes captured (4008 bits) on interface 0
| v Ethernet II, Src: ZyxelCom_ : : (a@:e4:cb: : : ), Dst: AvmAudio_ : : (7c:ff:4d: : : )
» Destination: AvmAudio_ : : (7c:ff:d4d: : : )
» Source: ZyxelCom_ : : (aB:e4:cb: : : )

Type: PPPoE Session (0x8864)
PPP-over-Ethernet Session
0001 .... = Version: 1
. 0001 = Type: 1
Code: Session Data (0x00)
Session ID: 0x0009
» Payload Length: 479 [incorrect, should be 481]
Point-to-Point Protocol
Protocol: Internet Protocol version 4 (0x0021)
Internet Protocol Version 4, Src: 93. : .131, Dst: 195.71.31.47
User Datagram Protocol, Src Port: 5060, Dst Port: 5060
Session Initiation Protocol (REGISTER)
» Request-Line: REGISTER sip:sip.alice-voip.de SIP/2.0
v Message Header
Via: SIP/2.0/UDP 93. : .131:5060; rport; branch=z29hG4bK68496518
» Route: <sip:sip.alice-voip.de;1lr>
» From: <sip:ChangeMe@sip.alice-voip.de>;tag=514813861
» To: <sip:ChangeMe@sip.alice-voip.de>
Call-ID: 1158278084
» CSeq: 1 REGISTER
» Contact: <sip:ChangeMe@93. . .131:5060; 1ine=44cTe@8047d6ced>
Max-Forwards: 70
User-Agent: 02-ZyXEL-1.00(AAJG.0)D14-VDSL_IAD_BSA_WLAN
Expires: 4500
Content-Length: 0

4

4

dvw

SIP Register - Unconfigured? :)



Telekom Speedport W921V

e Produced by Arcadyan
e From 722010720117
e Last firmware 1.45.000, 01.2019

e Starts off by requesting DHCP on VLAN 8

o Which should be used for Entertain




" DHCP 383 DHCP Discover - Transaction ID 0x3c60411b

IcMp 66 Echo (ping) request 1id=0x83b4, seq=0/0, ttl=64 (no response found!)
DHCP 346 DHCP Offer - Transaction ID ©x3c60411b
DHCP 389 DHCP Request - Transaction ID ©x3c60411b
DHCP 346 DHCP ACK - Transaction ID ©x3c60411b

PPPoED 69 Active Discovery Offer (PADO) AC-Name='isp'
PPPoED 64 Active Discovery Request (PADR)

PPPoED 38 Active Discovery Session-confirmation (PADS)

PPP L. 62 Configuration Request

]

» Frame 4: 389 bytes on wire (3112 bits), 389 bytes captured (3112 bits) on interface 0

» Ethernet II, Src: Arcadyan_ : : (50:7e:5d: : : ), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» 862.1Q Virtual LAN, PRI: 0 DEI: 0, ID: 8

» Internet Protocol Ver51on 4, Src: a 0.0.0, Dst: 255.255.255.255

» User Datagram Protocol, Src Port: 68, Dst Port: 67

v Bootstrap Protocol (Request)

Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: ©
Transaction ID: 0x3c60411b
Seconds elapsed: ©
Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0
Client MAC address: Arcadyan_ : : (50:7e:5d: :
Client hardware address padding: 990000000099@0000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Request)
Option: (60) Vendor class identifier

Length: 7

Vendor class identifier: SPW921V
Option: (61) Client identifier

Length: 7

Hardware type: Ethernet (0x@1)

Client MAC address: Arcadyan_ : : (50:7e:5d: : : )
Option: (50) Requested IP Address
Option: (12) Host Name

w Option: (15) Domain Name

Length: 25
Domain Name: Speedport_W_921V_1 44 000

» Option: (54) DHCP Server Identifier

» Option: (55) Parameter Request List

» Option: (255) End
» VSS-Monitoring ethernet trailer, Source Port: 15294

v

4 v

4

vwv

Telekom Dial In (Lab)



DNS
DNS
DNS
DNS
NTP
NTP
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS

90 Standard
104 Standard
90 Standard
116 Standard

query
query
query
query

104 NTP Version 1,
102 NTP Version 1,

99 Standard
189 Standard
100 Standard
114 Standard
100 Standard
160 Standard
100 Standard
114 Standard
100 Standard
160 Standard

query
query
query
query
query
query
query
query
query

gUEI

Oxfe38 A nTpl.t-OnLiNe.de

response Oxfe38 A nTpl.t-OnLiNe.de A 194.25.134.196

0x214f AAAA NTpl.T-oNlInE.de

response ©x214f AAAA NTpl.T-oNlInE.de AAAA 2003:2:2:140:194:25:134:196
client

server

Oxc447 SRV _SIP. UdP.tEl.T-onlinE.DE

response ©xc447 SRV _SIP. UdP.tEl.T-onlinE.DE SRV 10 © 5060 do-epp-861.:
0x82c2 A DO-epP-801.eDns.t-IPnet.dE

response 0x82c2 A DO-epP-801.eDns.t-IPnet.dE A 217.0.27.52

Oxeel8 AAAA do-ePP-801.EDnS.t-ipnET.De

response Oxeel8 AAAA do-ePP-801.EDnS.t-ipnET.De SOA ns1.EDnS.t-ipnET.De
Ox1e75 A h2-ePP-801.eDNs.t-ipNeT.dE

response Ox1e75 A h2-ePP-801.eDNs.t-ipNeT.dE A 217.0.128.132

0x89ca AAAA H2-epp-801.EDnS.T-iPnet.DE

response ©x89ca AAAA H2-epp-801.EDnS.T-iPnet.DE SOA ns1.EDnS.T-iPnet.DE

SPeclal DNs ReQUesTs?



Protocol Lengtt Info

a

dvvvvwvww

Frame 49: 871 bytes on wire (6968 bits), 871 bytes captured (6968 bits) on interface 0

Ethernet II, Src: Arcadyan_ : : (50:7e:5d: : : ), Dst: AsixElec_ : : (00:0e:c6: : : )
802.1Q Virtual LAN, PRI: 6, DEI: 0, ID: 7

PPP-over-Ethernet Session

Point-to-Point Protocol

Internet Protocol Version 4, Src: 192.168.254.57, Dst: 217.0.27.52

User Datagram Protocol, Src Port: 5060, Dst Port: 5060

Session Initiation Protocol (REGISTER)

613 Request: REGISTER sip:tel.t-online.de;transport=udp (1 binding) |
661 Status: 401 Unauthorized 11030230348 |
871 Request: REGISTER sip:tel.t-online.de;transport=udp (1 binding) |

879 Status: 200 OK (2 bindings) |

» Request-Line: REGISTER sip:tel.t-online.de;transport=udp SIP/2.0
v Message Header

»

{vvww

Via: SIP/2.0/UDP 192.168.254.57:5060;branch=z9hG4bK3e8d35f31c3b739278dd7292a3e8186d
Max-Forwards: 70
Call-ID: D1B9-204A-00059041-164316AFC53B-0001@192.168.254.57
From: <sip:+49571 6@tel.t-online.de>;tag=617263616479616E-1323391138-bf2dba3a-1159902225
To: <sip:+49571 6@tel.t-online.de>
Contact: <sip:+49571 6@192.168.254.57:5060; transport=udp>
CSeq: 2 REGISTER
[truncated]Authorization: Digest username="anonymous@t-online.de", realm="tel.t-online.de",nonce="6DE78FD6DEGA7D5CO000..
Authentication Scheme: Digest
Username: "anonymous@t-online.de"
Realm: "tel.t-online.de"
Nonce Value: "6DE78FDGDE6GA7D5C00000000BEAABB78"
Authentication URI: "sip:tel.t-online.de;transport=udp"
Digest Authentication Response: "176f36 98477ba2d 8e"
Algorithm: MD5
CNonce Value: "45e6ba35"
QOP: auth
Nonce Count: 00000001
Content-Length: @
Expires: 600
Session-ID: ©ldica3269a3cc46a472c47964a30598
User-Agent: Speedport W 921V/Version 1.44.000

SIP Register



GET /tftpboot/cpe/DTAG-CPE-Information.xml HTTP/1.1
Accept: */*

Host: firmware.acs.t-online.de

Connection: close

HTTP/1.1 200 0K

Date: Wed, 17 Oct 2018 08:31:27 GMT

Server: Apache

Last-Modified: Wed, 10 Oct 2018 11:59:46 GMT
ETag: "1ca6-577de97285080"

Accept-Ranges: bytes

Content-Length: 7334

Connection: close

Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>

<ns:DTAG-CPE-Information xmlns:ns="http://sdb.telekom.com/Files/CPEInfo/vi">

<ns:CPE>
<ns:productClass>DTW724VA</ns:productClass>
<ns:modelName>Speedport W 724V Typ B</ns:modelName>
<ns:firmwareVersion>01011603.06.002</ns:firmwareVersion>
<ns:level>mandatory</ns:level>
<ns:imageURL>http://fw-acs.t-online.de:8880/tftpboot/DTW724VA/01011603.06.002.bin</ns:imageURL>
<ns:digest>edaee134cb843e5efbIbecladbfacf3b</ns:digest>

</ns:CPE>

<ns:CPE>
<ns:productClass>DTW724VR</ns:productClass>
<ns:modelName>Speedport W 724V Typ C</ns:modelName>
<ns:firmwareVersion>09011603.05.017</ns:firmwareVersion>
<ns:level>mandatory</ns:level>
<ns:imageURL>http://fw-acs.t-online.de:8880/tftpboot/DTW724VR/09011603.05.017.img</ns:imageURL>
<ns:digest>al128fe2a47837de591f08b165480929</ns:digest>

</ns:CPE>

<ns:CPE>
<ns:productClass>DTW724VH</ns:productClass>
<ns:modelName>Speedport W 724V Typ A</ns:modelName>
<ns:firmwareVersion>0@5011603.06.001</ns:firmwareVersion>
<ns:level>mandatory</ns:level>
<ns:imageURL>http://fw-acs.t-online.de:8880/tftpboot/DTW724VH/05011603.06.001.bin</ns:imageURL>
<ns:digest>91cledcc7e60dT89fa627241fa257628</ns:digest>

</ns:CPE>

<ns:CPE>
<ns:productClass>DTP700DT</ns:productClass>
<ns:modelName>Speedphone 700</ns:modelName>
<ns:firmwareVersion>Rel2_RC1i</ns:firmwareVersion>
<ns:level>mandatory</ns:level>
<ns:imageURL>http://806.156.86.10:8880/tftpboot/DTP700DT/update.bin</ns:imageURL>
<ns:digest>383b0b9bce89571650d90d331ef28376</ns:digest>

</ns:CPE>

<ns:CPE>
<ns:productClass>DTP701DT</ns:productClass>
<ns:modelName>Speedphone 701</ns:modelName>
<ns:firmwareVersion>SP701_REL2_RC19</ns:firmwareVersion>
<ns:level>mandatory</ns:level>
<ns:imageURL>http://fw-acs.t-online.de:8880/tftpboot/DTP701DT/update.bin</ns:imageURL>
<ns:digest>d07bcd83678f1584e10ce2520c4bd21b</ns:digest>
</ns:CPE>

<ns:CPE>

Update Check



Telekom Digitalisierungsbox
Basic

e Produced by Zyxel
o All-IP-Router VMG8825-D70B
o Sadly Telekom removed SSH

e From 2018
e Latest Firmware: 12.39.2.04.00, 03.2019

e Supports Auto-Configuration
o Has to be enabled in the Telekom Customer
interface
o Thought this might be a good chance to give it a
try




No. Time  Source Destination Protocol Info
14 21... ZyxelCom.. AvmAudio_.. PPP L.. Configuration Ack
15 21... ZyxelCom.. AvmAudio_.. PPP
ZyxelCom.. AvmAudio_..

Echo Request .
Authenticate-Request (Peer-ID='5200 50 58 000l1@setup.t-online.de', Password='set
Echo Reply

Authenticate-Ack (Message='SRU=34951#SRD=96783#")

17 21... AvmAudio.. ZyxelCom_.. PPP
18 21... AvmAudio.. ZyxelCom_.. PPP
19 21... ZyxelCom.. AvmAudio_.. PPP Configuration Request
20 21... ZyxelCom.. AvmAudio_.. PPP Configuration Request

sl Y

Frame 16: 67 bytes on wire (536 blts), 67 bytes captured (536 bits) on interface @
Ethernet II, Src: ZyxelCom_ : : (5c:e2:8c: : : ), Dst: AvmAudio_ : : (7c:ff:d4d: : : )
PPP-over—-Ethernet Session
Point-to-Point Protocol
PPP Password Authentication Protocol
Code: Authenticate-Request (1)
Identifier: 1
Length: 45
v Data
Peer-ID-Length: 34
Peer-ID: 5200 50 58 0001@setup.t-online.de
Password-Length: 5
Password: setup

4 VvVYVvVYVYY

Initial Login



No. Time  Source Destination Protocol Info
158 177.. 2003:db:.. 2003:180:.. DNS Standard query @xbe2b A acs.t-online.de
159 177.. 2003:180.. 2003:db:3.. DNS Standard query response 0xbe2b A acs.t-online.de A 80.156.86.10

1620817720 7952182800156 860 TGP 56414 - 443 [ACK] Seq=1 Ack=1 Win=14520 Len=0 TSval=4294884056 TSecr=1983717461

163 177.. 79.218.2.. 80.156.86.. TLSvl.. Client Hello

164 177.. 80.156.8.. 79.218.29.. TCP 443 - 56414 [ACK] Seq=1 Ack=518 Win=4873 Len=0 TSval=1983717475 TSecr=4294884057

165 177.. 80.156.8.. 79.218.29.. TLSvl.. Server Hello

1661772 8051565 87952181 29 =NTCP 443 - 56414 [ACK] Seq=1441 Ack=518 Win=4873 Len=1440 TSval=1983717477 TSecr=4294884057 [
4 167 177.. 80.156.8.. 79.218.29.. TLSvl.. Certificate [TCP segment of a reassembled PDU] -

168 177.. 79.218.2.. 80.156.86.. TCP 56414 - 443 [ACK] Seq=518 Ack=1441 Win=17280 Len=0 TSval=4294884074 TSecr=1983717477

169177207952 1852280515 62 86NN GP 56414 - 443 [ACK] Seq=518 Ack=2881 Win=20160 Len=0 TSval=4294884074 TSecr=1983717477
I . 5 56414 - 443 [ACK] Seq=518 Ack=4321 Win=23040 Len=0 TSval=4294884075 TSecr=1983717477

171 177.. 80.156.8.. 79.218.29.. TLSvl.. Server Key Exchange, Certificate Request, Server Hello Done

172081772 795208 228001567 36 =NNTCP 56414 - 443 [ACK] Seq=518 Ack=4527 Win=25920 Len=0 TSval=4294884086 TSecr=1983717491

173 178.. 79.218.2.. 80.156.86.. TLSvl.. Certificate, Client Key Exchange

174 178.. 79.218.2.. 80.156.86.. TLSvl.. Certificate Verify, Change Cipher Spec, Encrypted Handshake Message

175017820805 1565 80797521872 9.0 TGP 443 - 56414 [ACK] Seq=4527 Ack=2176 Win=6531 Len=0 TSval=1983718459 TSecr=4294885040

176 178.. 80.156.8.. 79.218.29.. TLSvl.. Change Cipher Spec

177 178.. 80.156.8.. 79.218.29.. TLSvl.. Encrypted Handshake Message

178 178.. 79.218.2.. 80.156.86.. TCP 56414 - 443 [ACK] Seq=2176 Ack=4533 Win=25920 Len=0 TSval=4294885057 TSecr=1983718461

1790157 827922 1 8522 80 215 6= 8 6:2NNIICP 56414 - 443 [ACK] Seq=2176 Ack=4578 Win=25920 Len=0 TSval=4294885057 TSecr=1983718461

2...

180 178.. 79.218. 80.156.86.. TLSvl.. Application Data

Time for the ACS, actually twice



Automatic Configuration

e Automatic configuration will be
performed during the ACS connections

e All connections are authenticated using a
client certificate

o Due to only having the one router, | have not had
the chance to check whether they're unique

Easy Login

Mit dem automatischen Internet-Zugang miissen ihre Zugangsdaten nicht mehr in ihrem Router (z.B. Telekom
Speedport) gespeichert werden. Der Aufbau der Internet-Verbindung erfolgt automatisch.

v Automatischer Internet-Zugang ist aktiv.

DEAKTIVIEREN




SIP Configuration

e (Contract has three numbers included)
e | have three connections to the ACS
e And then a SIP Register each

o The same as with the previous Telekom Router
e (Cold be a pattern, could be random

DSLHome™ Provisioning Parameters for VolP CPE TR-104
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No. Time  Source Destination Protocol Info
486 246.. ZyxelCom.. AvmAudio_.. PPP L.. Configuration Ack
487 246.. ZyxelCom.. AvmAudio_.. PPP L.. Echo Request
| 488 246.. ZyxelCom.. AvmAudio_.. PPP P.. Authenticate-Request (Peer-ID='5511 48 46 000l@setup.t-online.de', Password='sett
489 246.. AvmAudio.. ZyxelCom_.. PPP L.. Echo Reply
490 246.. AvmAudio.. ZyxelCom_.. PPP P.. Authenticate-Ack (Message='SRU=34951#SRD=96783#")
491 246.. ZyxelCom.. AvmAudio_.. PPP I.. Configuration Request
492 246.. ZyxelCom.. AvmAudio_.. PPP I.. Configuration Request

4 vVvVYVvVYVYYy

ZyxelCom_

PPP-over-Ethernet Session

Point-to-Point Protocol

PPP Password Authentication Protocol
Code: Authenticate-Request (1)
Identifier: 1
Length: 48

v Data

Peer-ID-Length: 34
Peer-ID: 5511 48 46 0001@setup.t-online.de
Password-Length: 8

Password: setupbng

Frame 488: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
Ethernet II, Src:

(5c:e2:8c: : : ), Dst: AvmAudio_ : : (7c:ff:4d: : : )

Meanwhile...a Reconnect



1192.168... 80.156.86.. TCP 68 53349 — 443 [ACK] Seq=8504 Ack=9375 Win=45440 Len=0

| ZyxelCom.. AsixElec_.. PPP LCP 62 Termination Request

| AsixElec.. ZyxelCom_.. PPP LCP 30 Termination Ack

;AsixElec"A ZyxelCom_.. PPPoOED 67 Active Discovery Terminate (PADT)
|AsixElec.. ZyxelCom_.. PPPOED 67 Active Discovery Offer (PADO) AC-Name='isp'
| ZyxelCom.. AsixElec_.. PPPOED 62 Active Discovery Request (PADR)

|AsixElec.. ZyxelCom_.. PPPOED 36 Active Discovery Session-confirmation (PADS)
| ZyxelCom.. AsixElec_.. PPP LCP 62 Configuration Request

|AsixElec.. ZyxelCom_.. PPP LCP 44 Configuration Request

| ZyxelCom.. AsixElec_.. PPP LCP 62 Configuration Ack

iZyxelCom"A AsixElec_.. PPP LCP 62 Configuration Request

|AsixElec.. ZyxelCom_.. PPP LCP 40 Configuration Ack

|AsixElec.. ZyxelCom_.. PPP LCP 34 Echo Request

| ZyxelCom.. AsixElec_.. PPP LCP 62 Echo Request

ZyxelCol 76 Authenticate-Request (Peer-ID='5511 48 48 0001@setup.t-online.de', Pag
| ZyxelCom.. AsixElec_.. PPP LCP 62 Echo Reply |
AsixElec.. ZyxelCom_.. PPP LCP 34 Echo Reply

AsixElec.. ZyxelCom_.. PPP PAP 46 Authenticate-Nak (Message='Login incorrect')

AsixElec.. ZyxelCom_.. PPP LCP 51 Termination Request

ZyxelCom.. AsixElec_.. PPP LCP 72 Termination Request

ZyxelCom.. AsixElec_.. PPP LCP 62 Termination Ack

AsixElec.. ZyxelCom_.. PPP LCP 30 Termination Ack

-
v

‘Frame 312: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface ©
Ethernet II, Src: ZyxelCom_ : : (5c:e2:8c: : : ), Dst: AsixElec_ : : (00:0e:c6: : : )
802.1Q Virtual LAN, PRI: 6, DEI: @, ID: 7
PPP-over-Ethernet Session
Point-to-Point Protocol
PPP Password Authentication Protocol
Code: Authenticate-Request (1)
Identifier: 1
Length: 48
w Data
Peer-ID-Length: 34
Peer-ID: 5511 48 48 0001@setup.t-online.de
Password-Length: 8

Password: setuplxs

dvvwvww

Later, in the lab



Source Destination ;’rotocol Lengtt Info

8 AsixElec.. ZyxelCom_.. PPPoED 67 Active Discovery Offer (PADO) AC-Name='isp'

8 ZyxelCom.. AsixElec_.. PPPoED 62 Active Discovery Request (PADR)

5 AsixElec.. ZyxelCom_.. PPPoED 36 Active Discovery Session-confirmation (PADS)

8 ZyxelCom.. AsixElec_.. PPP LCP 62 Configuration Request

1 AsixElec.. ZyxelCom_.. PPP LCP 44 Configuration Request

9 ZyxelCom.. AsixElec_.. PPP LCP 62 Configuration Ack

3 ZyxelCom.. AsixElec_.. PPP LCP 62 Configuration Request

© AsixElec.. ZyxelCom_.. PPP LCP 40 Configuration Ack

7 AsixElec.. ZyxelCom_.. PPP LCP 34 Echo Request

7 ZyxelCom.. AsixElec_.. PPP LCP 62 Echo Request

3 . AsixElec .. 73 Authenticate-Request (Peer-ID='5200 04 58 00@1@setup.t-online.de’,
2 ZyxelCom.. AsixElec_.. PPP LCP 62 Echo Reply

6 AsixElec.. ZyxelCom_.. PPP LCP 34 Echo Reply

6 AsixElec.. ZyxelCom_.. PPP PAP 46 Authenticate-Nak (Message='Login incorrect')

4 »
» Frame 516: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface 0

» Ethernet II, Src: ZyxelCom_ :@ : (Sc:e2:Best @ ), DSETUASixElects h (60:0e:c6: : : )

» 802.1Q Virtual LAN, PRI: 6, DEI: @, ID: 7

» PPP-over-Ethernet Session

Point-to-Point Protocol

v PPP Password Authentication Protocol

Code: Authenticate-Request (1)

Identifier: 1

Length: 45

w Data

Peer-ID-Length: 34
Peer-ID: 5200 04 58 0001@setup.t-online.de
Password-Length: 5
Password: setup

And then....



Updates

GET /tftpboot/BDTWSL5502VZ/12.39.2.03.01.1img HTTP/1.1
Range: bytes=0-1023

User-Agent: Sphairon IAD Firmware Downloader/2.0
Host: fw-acs.t-online.de:8880

Accept: */*

HTTP/1.1 206 Partial Content
(] Sa me as befo re Date: Wed, 13 Mar 2019 10:03:12 GMT

Server: Apache

Last-Modified: Mon, 01 Oct 2018 ©8:57:08 GMT

ETag: "168692-57726d702100"
e Unencrypted update
Content-Length: 1024
. Cache-Control: max-age=7200
O Via HTTP Eif)iies?"@gg, 13 Mar 2019 12:03:12 GHT
Content-Range: bytes 0-1023/23621522
. . . Keep-Alive: timeout=150, max=100
e Update file is signed T

Content-Type: text/plain

Sphairon Software Image Version=1

uimage_size=02260564

uimage_start=00000318

uimage_md5=3cd8d30404f2ef12942a1f77913156d7

platformfs_size=21360640

platformfs_start=02260882

platformfs_md5=72641342b93bd9721c16ce69dc272d73
s1gn=302c02141cc32a95a77847f2chd6405cf1c911cba70alc1002147a9da534764fd0995
8d77fc68aab91252aa8cead

....kernel#Linux-3.10. 104 —zyxell2-
..................... images......kernel@........v2u2....3.10.104-

.5.2. :AaN. & . X\Q




Aktive, EasySupport-fihige Gerite
Diese Gerate sind derzeit in Ihrem Heimnetzwerk angeschlossen. Sie kénnen
hier ausgewahlte Einstellungen in lhren Geraten vornehmen.

Router BDTWSL5502VZ

Remote Configuration

e Telekom offers “EasySupport” feature
o Remote configuration of network devices
e Trlgge rS d Ca | | ba Ck req u eSt to th e ACS Dieses Gerat stellt fur alle Geréte in lhrem Heimnetzwerk die Verbi

o Authenticated, but callback is also triggered ins Internet her.
without authentication

e Then performs encrypted

Firmware-Version: 12.39.2.04.00

Einstellungen und Details

GET /e4604e01d294496aa5f3e5d132f34bd3 HTTP/1.1
User-Agent: Jakarta Commons-HttpClient/3.0.1

CO m m u n I Catl O n S Authorization: Digest username="acs.t-online.de", realm="SphaironIAD",
nonce="5c8ccbc2cab5906711c8", uri="/e4604e01d294496aa5f3e5d132134bd3",
response="b@aeb38hdf73aaee@a5210ff7c6F69b1", qop=auth, nc=00000001,
1 NIt 1 cnonce="eeabd87cda3c6d5e5890e987ad0f7d5d", opaque="265e724b"
o As with the initial setup via ACS R e S1h. 10 4T 1605 -

HTTP/1.1 200 OK

Server: gSOAP/2.7

Content-Type: text/xml; charset=utf-8
Content-Length: @

Connection: close



| No. Time  Source Destination Protocol Info

1 703 336.. AvmAudio.. ZyxelCom_.. PPP L.. Echo Reply

| 704 342.. 45.67.14.. 79.218.28.. CLDAP  searchRequest(7) "<ROOT>" baseObject

705 351.. AvmAudio.. ZyxelCom_.. PPP L.. Echo Request

200 A = 1o A A oDl ol D

Frame 704: 104 bytes on wire (832 bits), 104 bytes captured (832 bits) on interface @
Ethernet II, Src: AvmAudio_ : : (Fcaiffiad PR ) BN s 18 Zyxe LGoma i (5c:e2:8c:
PPP-over-Ethernet Session
Point-to-Point Protocol
Internet Protocol Version 4, Src: 45.67.14.154, Dst: 79.218.28.
User Datagram Protocol, Src Port: 59040, Dst Port: 389
Connectionless Lightweight Directory Access Protocol
v LDAPMessage searchRequest(7) "<ROOT>" baseObject
messagelD: 7
v protocolOp: searchRequest (3)
v searchRequest

baseObject:

scope: baseObject (0)

derefAliases: neverDerefAliases (0)

sizelLimit: ©

timelLimit: 100

typesOnly: False

v Filter: (objectClass=x)
v filter: present (7)
present: objectClass
attributes: @ items

4 VVVYVYVYVYY

Something for the Todo List



Hardware...

Device has an open UART interface

o Bootloader: U-Boot
o Root Shell: BusyBox v1.22.1-sphairon14

Boot output contains the following lines

o  *ACS authentication STEqQv4RZO9NmM6NsBP &
o  *GUIl authentication 2296954290 k

The first should be the password used by
the router when connecting to the acs
The second one is the password for the
admin iface




Configuration

Settings are stored as sqlite tables

O

The client key is stored in /config/keys/

O

O

Directly accessible

Binary blob
Encrypted? Encoded?

8hr73D+Ytz7EArI9llY]eir5q7z080iU1MzRwwtZ3)zJU
3uV3ZcEO1ILGS/IKgKogdYrWSC2a88lI
YmOkJ5uc07IFBmD2RieMPZbGZufKMGQIiC26ro/FN
gwrlLrecljOKFyaGmNJFJilIWRP6Imov3ylmB8
/vxccyHOuO4IhDljykbSz/6mL6nUm4tB44HuDSipY
Tw1bz6HIKbNcUOVhw5DrcLKBEaAjAgdO5rM
hFBpc4zJnT7bHwwahdZ7PS+0vY+eloEON5WorrW
UQajA/TOJsPAABghTMObLLUK8bVRbvA1kfS4n
JKD/iuLMIqGg+tc2U/+cv98Tga2mbSa7hxwz3ad+2
hLg7TNvyb2vYd8YI3LM2CNiwYORODulsz3P
paqsyOTOgytNOKzDdjFQzQEHkAr8aA3CDA4QKW9
DIOrxw4bYzs8/|Ve0gRzbu9+FtcSO7yv+sqbO
6msKMhvspYvuTaOFggpefeiVcwq6xFhjn3Lv5n5CY
c1EzHdIXgQnauUD237fJfOZIZJavcEjOcgX
DzMxbRb3vSDi26KMHs/GMSWh5cvxq7me5x0nD9
GSnKz3dVzweffijKFzm4kOMIwyOwy47pLvGeXIN
WId+oob5MejpFDmVWqg+HgwamydryKd++BkM5iL
g5iUOhq/KcOTSOCYN7edCnRnsZwCTgGXzq/IkL

This is the actual beginning encoded in B64



CREATE TABLE TR069Config
(
Id INTEGER PRIMARY KEY AUTOINCREMENT,
Enable INTEGER NOT NULL,
CNRPort INTEGER NOT NULL,
CNRPath TEXT NOT NULL,
ProvisioningCode TEXT NOT NULL,
CommStateEnable INTEGER NOT NULL,
BootstrapEventSent INTEGER NOT NULL,
DynamicCNRPort INTEGER NOT NULL,
CNRPortWhitelist TEXT NOT NULL,
CNRPortBlacklist TEXT NOT NULL,
RootDataModel TEXT NOT NULL,
ServiceDataModels TEXT NOT NULL,
ComponentDefinitions TEXT NOT NULL
);
INSERT INTO "TRO69Config"
VALUES(1,1,7547,'e4604e01d294496aa5f3e5d132f34bd3','000.001.001.000',0,1,0,'1024-65535','"1-7000','Device:2','VoiceSer
vice:2Rev5'",");

Callback URL



CREATE TABLE TRO69ACS
(
Id INTEGER PRIMARY KEY AUTOINCREMENT, ACSName TEXT NOT NULL,
ACSURL TEXT NOT NULL, ACSUser TEXT NOT NULL,
ACSPassword TEXT NOT NULL, ACSDiscovery INTEGER NOT NULL,
CNRAuthEnable INTEGER NOT NULL, CNRUser TEXT NOT NULL,
CNRPassword TEXT NOT NULL, ParameterKey TEXT NOT NULL,
PeriodiciInformEnable INTEGER NOT NULL, Periodicinforminterval INTEGER NOT NULL,
PeriodiciInformTime TEXT NOT NULL, UpgradesManaged INTEGER NOT NULL,
SSLCertCheckEnable INTEGER NOT NULL, SSLCertCNCheckEnable INTEGER NOT NULL,
SSLCertExpirationCheckMode INTEGER NOT NULL, RetryDelayMaxIncrement INTEGER NOT NULL,
RetryDelayFactor INTEGER NOT NULL, RetryDelayBase INTEGER NOT NULL,
VcCnrTimeout INTEGER NOT NULL, ClientCertificateEnable INTEGER NOT NULL,
IpProtocolVersionPriority INTEGER NOT NULL
);
INSERT INTO "TRO69ACS"
VALUES(1,'Default’,'https://acs.t-online.de/acs-v2/','90EF68-BDTWSL5502VZ-S182V13000142','STEqQqV4RZ9NmMENSsBP',0,1,'acs
.t-online.de','0f5bc0a4bb5a85990872214f29e15bb1',",1,432000,'1980-09-2%
DELETE FROM sqlite_sequence;

ACS Connection parameters



Configure my ACS, disable crypto

# cfgclient "updatekey TRO69ACS ID 1 SSLCertCheckEnable integer:0;"

Operation succeeded
# cfgclient "selectkey TRO69ACS ID 1 SSLCertCheckEnable;"
0

# cfgclient "updatekey TRO69ACS ID 1 SSLCertCNCheckEnable integer:0;"

Operation succeeded

# cfgclient "updatekey TRO69ACS ID 1 ClientCertificateEnable integer:0;"

Operation succeeded

#cfgclient "updatekey TRO69ACS ID 1 ACSURL text:http://192.168.58.4:7547;"

Operation succeeded
#cfgclient "updatekey TRO69ACS ID 1 CNRAuthEnable integer:0;"
Operation succeeded

Just had to patch GenieACS to support empty tags

<Value>http://192.168.254.53:7547/e4604e01d294496aa5f3e5d132f34bd3</Value></
ParameterValueStruct><ParameterValueStruct><Name>Device.ManagementServer.P
arameterKey</Name><Value></Value></ParameterValueStruct></ParameterList></c
wmp:Inform></SOAP-ENV:Body></SOAP-ENV:Envelope>

Data delivered to GenieACS

Device

Device.Devicelnfo

Device.Devicelnfo.HardwareVersion VMG8825-D70B-DE02V1F.1/00
Device.Devicelnfo.ProvisioningCode 000.001.001.000
Device.Devicelnfo.SoftwareVersion 12.39.2.04.00
Device.Devicelnfo.Description VDSL Annex B IAD with switch with WLAN wit...
Device.Devicelnfo.FirstUseDate 2019-03-15T14:52:31Z+00:00
Device.Devicelnfo.Manufacturer SPHAIRON
Device.Devicelnfo.ManufacturerOUI 90EF68
Device.Devicelnfo.ModelName Digitalisierungsbox BASIC
Device.Devicelnfo.ProductClass BDTWSL5502VZ
Device.Devicelnfo.SerialNumber S182vV13000142

Just for completeness



The real end...

DSL environments still offer various

research potential
o Carry on testing routers
o  Optimize tools
o See how far one can go while staying passive /
non-disruptive / legal

Explore all the possibilities the DSLAM
offers

o Document the control / setup scripts
o  Play with the actual DSL handshake

The attack vector is key for most issues



Finally, some physical security!

e Attacks are improbable
o Attackers won't dig up the cables
o Attacker won't break into houses

e They might still have to be considered!

o  Office buildings with bad routing?

o Blocks of flats? i
il !%\\\\\\;\‘ \\uw
\\\\\\\\\w\ i

il

i

i

e Well...and... —




Thanks for your time!

E— QUEStionS? —

P.S.
Full lab documentation / instructions / scripts will be
published after Troopers

brian@security-bits.de ~~ www.security-bits.de ~~ @BadgeWizard



Sources

Serverrack: https://commons.wikimedia.org/wiki/File:Rear_of_rack_at_NERSC_data_center.jpg

Annex overview: https://en.wikipedia.org/wiki/Asymmetric_digital_subscriber_line#/media/File:ADSL_annex_overview.svg
Stop sign: https://de.wikipedia.org/wiki/Stoppschild#/media/File:Vienna_Convention_road_sign_B2a.svg

TR-104 Cover: https://www.broadband-forum.org/technical/download/TR-104.pdf



